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Niynpiavég amdrec (scam)

O1 atrdrec mou sivay YVWOTEG UE TOV Opo «Scam» ETTKAAOUVTAI KATTOI0 ETTEIYOV
TPOBANUa 1 k&ToIx «MOVaOIKA euKaipia» KAl ¢nTouv amé Tov AvUTTOWIiaoTo
TAPAAARTITN va Bonéroel N va eTweeAnOei NG EUKAIPIAG, UE OKOTTO VA TOu
QTTOCTTACOUV XPRMATA VIa TTPOKATABOAEC KAl SIadIKACTIKG £€oda kai Ta oToiyeia
TOU Aoyapiacpuou Tou.

- «ETmIKoIVWVW padi O0G yia va atrodeoueuTei éva peydAo Xpnuatnkod mood
(ekaToupUPIWY OoAapiwv). Edv BonBroere, Ba TdpeTe éva dikaio TTOC0OTO TWV
XPNHATWV»,

Meow email AauBdvoups pnvipara ou TPOEPXETAl CUVABWC aTréd ™ Niynpia
TOU:

- HAG evRUEPWVOUV OTI KATTOI0C OUYYEVNG TTou Bev yvwpilaype, Mag apnos
HEYAAN kKAnpovouid kai {ntouv Xpnuara yia tnv EKTAMIEUOT) TOUC

- HaG TTpoapepouv drBev sukaipiec amacXoAnong kai BEoeIC epyaoiac (oe
OIEUBUVTIKG TTéOTA) e UPNAEG atrodoxéc oe HEYAAEG IBIWTIKEC ETAIPEIEC Ka!
¢nToUv Tpourbeia.

- aglwpaTolxog Eévne XWPAG HOG TTPOOPEpEl MEYAAO TTOCO av BonBrocoupe otnv
HETABiBaon kepaAaiwy oTn Xwpa pag, divovrac Tou OTOIXEIa TOU AoyapiacuoU
Lac.

Aoyapiacpouc.
- EMpavidovral we¢ BuuaTta TPAYWOIAG TTOU £Xaoav T TTAVTA Ka| ¢nTouv xprjuara.

YIQ @OpouC Kal SIadiKaoTIKA £¢oda.

- «EXETE KEPDioel TTood 850.000 Nipeg AyyAiag, amd OlaYWVIOUS HEYAANC ETAIPEIACH

- «Kepdioare 1.500.000,00 Alpeg AyyAiac oTo Olaywviopod “The Millions Mobile Award”.
- «O ap1Buég Tou KivnToy Cag PETEIXE o€ dlaywvioué kai képdioe 1.5 sKkar. Eupw».

- «EXel emAeyei TO @ — mail oag amo maykéouia KARpwon ETAIPEIAC TTANPOPOPIKAC
(avagépouv yvwoTté OvoUQ) Kai £XETE KePDioE! MEYAAO XpnuaTiKd TTOCH.




Yapepa (phishing)

MeBobog e€atrdrnonc TTOAITWYV, o1 otroiol AapBdvouv HAVUpaTa pe 1o AoyoTuTro
NG £Qopiag, Tng Tpamelac, EVOG opyaviouou TTANPWHWYV KATT. TTOU TOUG ¢nTouv,
aKoAouBwvTac éva aAnBogavr) olvdeouo (link), va cuptrAnpwoouv oTnv
EIKOVIKT 10TO0EAIDA - aTrdTn pia NAEKTPOVIKA @OpUA LE T TTPOCWTTIKA TOUC
OTOIXEla (TUVABWG apPIBUOUC THIOTWTIKGVY KapTwv, apiBuouc AOYQpPIQTUWY
TPATTECNG, KWOIKOUC TPOoBacng évoua XPNoTn-username Kai CUVONUATIKO-

HETAQEPOVTAS TQ XPAMHATA OF AoyapiacuoUc TpiTwy TPOCWTTWYV OTO £EWTEPIKO.
- Mnvipara Tou utroupyeiou Olkovopikwv yia rev ETMIOTPOPN POPOU
£1000NHATOC

- Mnvupara pe Aoyétutro Tpamedag, yia va pnv kAsios: OnBev o Aoyaplaopéc
TOUC

KQI HEYAAWV XPNHATIKWV TTOGW)V, HE XaunAo £miToKIO KAl Ypnyopn
Xpnuarod4éTnon.

- AKOUN Kai e€aTtopikeupéva MNvUpaTa aTo Gvoua Tou TAPAARTITN oTéAVOUV (QTrd
OTOIXEIa TTOU Bpiokouv oT0 internet) yia va 1reicouv 1o gdkoAa.

- KakOBoUAo AoyiouIké ue TTPOOXNHA TNV avapaduion Tou AoyiouikoU Adobe
Flash Player InstallFlashPlayer.exe ) utrokAémre! TOUG TTPOOWTTIKOUG KWSIKOUC
TOU XPROTN.

TNAEPWVO 1] UTTOKAETTTOUV TTPOCWTTIKG (oI xeTe]¥IAV/e

Ta ynvouara givai os EAANVIKG i} AyyAikd kau HTTOPEI va £XOUV TO TTAPAKATW g
TTAPOMOIO TTEPIEXOUEVO:

- «2.€ €I0a OTNV KAPETEPIA KQl MOU apeoec TToAU. O 2AKNG/Oéung/©dvoc uou
£0WOE TOV apIBusd cou. Eipar n koméAa mou ot Koitade etipova. Oa xapw va T
TTOUE. 69......... »,

- «['lou gioail Bpe Traudi pou Xabnkape. Eyw ywpioa TPOCPATA KAl PAXVouQl.
[lape pe o10 69... va 1a TTOUME»,

- « XpeEladopal KATTolov va sivay OAOG 0 K6GHOC HOU KAl VO TOV AYATTow. Av €XEIC

r

N Peyyiva ATdko rj GAAo e€wriké ovoua»

- «Elpail yeiréviood cou. O avTpag pou Ba Acitrel kaipd amd To oTmiT YIa OOUAEIEC
kal Ba nBeAa va epdooups OHop@eg Bpadiéc padi. Nepipgévw purivupd cous.

- NE€G Kupiwg aAhodarréc £PXOVTQI O€ ETKOIVWVIA g B MaTa, HEoW internet.
270 pavteRoU, PE TN XPAON UTIVWTIKOU GTO TTOTO, TOUG aPAIPOUV XPALATA K.q.

TnAépwva — SMS
Me diagpopa Tpooyruarta OQ¢ KAAOUV va OTeIAETE unvupara UYnANg xpéwonc, va




- «Eva povadikd HOVOTTETPO SayTUuAidI Kat OWPOETTITAVEC €vivav SikG OOu. 2TeiAe

NwAnoeic oto IVTEPVET

Me nAekrpovikéc ayyeAiec kay I0TOOEAIDEC - ATTOUIUNCEIC YWWOTWY ETAIPEIWY, TTWAOUVTA)
O€ TTOAU QTNVES TIpéc Oldpopa £idn yia Ta omoia Tq BUuara TARpPwvay TTPOKATARBOAEC
aAAD Bev 1a... EBAsTTaV TTOTE!

- TTPOCPOopa driBev sukaipIIV pi’cewong/evomi'acng KATOIKIWYV

- ONUOTTPaGieC Kal TTAEICTNPIAC O] AVUTTOPKTWY QAVTIKEINEVWV.

- TWANCN TTAPEBNVWY AUTOKIVATWY Kl aVTaAAQKTIKCOV.

- lposidotroinTika: “ETMIKIVOUVOG 160G avdpel Hia oAupTmiakr) 8ada kai kaisl To
OKANPO Bioko Tou Pc. AladloTe TO»

- ZUNTTapdoTaonc: «T1o KOPITOQKI Nag TTPETTEl va KGve] METaUOOXEUoN. O Afuoc
Niooiwv kai 1o Xaudyero tou Naidiod Sivouy 1 EUpwW yia kKGBe popa Tou
OTEAVETE QUTS TO email»

AUTpa

- lMapoépoio Aoyiouiké, «Crypto-Malware», HETAOIdETAI uéoW « MOAUGUEVWIV»
email, kai péow «emoEaAwys IGTOCEAIBWV Kal {NTd «AUTpa». OF PnNeIakoé
vouioua BITCOIN.

Agev TAnpwvoue Tirota amAg KAVOUE ETTAvVeKKivnon Tou H/Y os Qo@aAn
AeiToupyia (F 8 kai ETTIAOYT} safe mode kard TNV €KKivnon) kai on OUVEXEIQ




ETTAVAPOPA TOU CUCTAHATOG OE TTPOYEVESTEPN NUEpopnvia (Epyaheia
2ugTtnuarog Emavagopd cucTtiuaroc).

LUCTIVOUHE OTOUG KATAVAAWTEC:

Na pnv atmravrouv gs sms atméd dyvwoTa ATopa Kal va JNv KOAoUV o€ AYVWOTOUC
apiBuoug atrd avatravinTeg KAROEIC.

Na pnv Kovotrolouv TrpocwTTIKG SeSoPEVa 1] OIKOVOUIKA OTOIXEIA VI KaVEVA AOYoO.
Na unv arravrouv os email aré ayvwoToug, va NV Ta KOIVOTToIouV, va NV ETTIAEYOUV
Ta TPOTEIVOMEVA links, va pnv avoiyouv cuvnuuéva apxeia kal KUPIWG QUTA pE
KataAnén .exe, .pif, j .vbs.

Na pnv TAnpwvouv yia kavéva Adyo XpAHaTa o€ ayvioTouC.

Na Kavouv NAEKTPOVIKEG TTapayyEAIEG QTTO YVWOTEC KAl AOPAAEIC IOTOCGEAIOES TTOU N
01euBuvan Toug apxigel e Tnv éveeign https:/ kai 6y hitp://

Na xpnaoipoTtrololv TrpoTrAnpwpéveg kapTeg (prepaid cards) oTIC OIa0IKTUOKEG QYOPEC
TOUG, WE TO QKPIBEG TTOCO TNG SUVAAAQYNC.

Na karayyeAAouv Queoa Tig TEPITTTWOEIG AUTES oTn Aiwén HAEkTPOVIKOU EYKARUATOC
AeQwvika: 111 88 pe e-mail oro: ccu@cybercrimeunit.gov.gr

Na BupaoTte kaveig dev BEAel va oag xapioel xpripara. AvTi@sTa TToAAOI
QTTaTEWVES B NBEAQV T XpriHaTA 0AG, TOUG KWSIKOUS TOU TPATTELIKOU
Aoyapiagpou, THG TMOTWTIKNAG 00¢ KAPTAG KAl GAAX TTPOCWITIKA GOC OTOIXEiq.



