BOYAH TQN EAAHNQN
AIEY®YNZH KOINOBOYAEYTIKOY EAETXOY

Apop. Tlpot. EPQTHIEQN: 6464
Hpepop. Karébeong: 11/5/2021

Y PIZA

NMPOOAEYTIKH ZYMMAXIA

A6nva, 11 Maiou 2021

EPQTHZH
Mpog Tov Yroupy6 Yneiakig AlakuBépvnong

OEMA: «Zofapd keva ac@alciog aTa wAnpogopiakd cuothpara e-EQPKA kai Yroupyeiou

WneiokAg AlakuBépvnong Ta KaBioToUv EUGAWTA O€ KUBEPVOETTIBETEIGH

Mpbogara dnuooleUyata 0 YVWOTEG 10To0EAidEG pe Béuata AnpogopikAc (BA. TT.X.

https://iguru.qr/2021/04/06/keno-asfaleias-stin-istoselida-tou-efka), amokaAuyav 611 g€ dOKIES

digioduong (penetration testings) mou éyivav améd  1BIwWTEG  £TTAYYEAUATIEG  €1OIKOUG
KuBepvoaopaAeiag (cybersecurity experts) kar@ Twv 10TOOEAIdwY Kal TTANPOQOPIOKWY
ouoTtnudtwy Tou e-EQKA kai Tou Youpyeiou Wneiakrg Alakupépvnang, eviottiaTnkav gofapd
KEv@ ao@aleiag TTou ptopoloav €UKoAa va Béoouv o€ KivOuvo UTTOKAOTTAG, eudiotnTa
TTPOCWTTIKA OEQOUEVA TWV TTOAITWY Kal KPATIKEG TTANPOQOpieg. AuToU Tou €idoUG O DOKIUEG
amoTehoUv  BOKINAOTIKEG €IOBOAEG O€ TTANPOPOPIAKA CUOTAUATA YO TV agloAdynon Tng
ao@daAeIdg Toug, KAt TI OTIOIEG YiveTal TTpooopoiwan TBavAg emmiBeong kakdBoulou eiofoAéa
(hacker) Trou éxel OKOTTO TNV EKPETANEUDT KEVWV AOPAAEIG OTIG BAOEIG DEdOpEVWY dNUdOIWY

KOl ID1WTIKWY OPYaVITHWV.

O1 ouykekpiuéveg dokipég amokhuwav 611 évag kakdBouhog eioforéag Ba pmopouce va
amoktoel TPOoRacn aToug KwdIKOUS XPAOTN KAl a0PAAEiag (user names kal passwords) Twv
ac@aliopévwy Tou e-EQKA, Kupiwg Adyw G TaAQIOTNTAG TWV TEXVIKWY KPUTITOYPAenong
TOUG, Yeyovdc Tou KaTa Tekurplo evdéxetal va Tou dwael Tpéafacn kai duvatoTtnTa
emetepyaaiag aToixeiwv Tou KGBe ac@ahiopévou, OTTWG OQEINEG K.G. ZE OUVEVTEUE TOU OTO
O100IKTUOKO KaVAAI mng I0TO00€AIDOG insomnia.gr (BA. OXET.
https://www.youtube.com/watch?v=Xc-7Hleorp8&t=514s) mou dnuoacielbnke oTic 13/4/2021, o
€VaG €K TV EIDIKWY KUPBEPVOATOANEIOG EKTIUA TTWG UTTApXoUV TTavw amd déka (10) cofapd
kevd ac@aleioc otov e-EQKA, evw avtioToixa Kevd evidmmoe Kal 0T GUOTAUATO TOU
Ymoupyeiou Wnoiakrg AlakuBépvnong. MAlioTa, 1oxupiCetal 0TI evnuépwoe GueCa g

NAEKTPOVIKO TOXUOPOMUEIO TOUG UTTEUBUVOUG TwV UTINPECIWV YIO TA KEVA ao@aAsiag TTou
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avakAAuge, TTPOTEIVOVTOG  TAUTOXPOVA  TPOTTOUG  QVTIPETWTTIONG  Kal - 016pBwaong  Twv
OUOTNUATWY, XWpPi¢ OJwg va AaBel kdamoia amavinon. EmimAéov, dnAwvel TTw¢ Bewpei
1ID1a1TEPWG EuGAwTa OAa Ta CUCTAKATA TOU dnUOTiou Topéa, EVOEXOUEVWG KAl auTo Tou taxisnet,
0TO OTT0i0 EKTOG ATTd POPOAOYIKA GTOIXEID TWV TTOAITWY, TNPOUVTAI KA O AVTIGTOIXOI KWOIKOI HE
TOUG 0TT0i0UG 01 TTOAITEG TTAEOV £x0Uv TTPOORACT O€ TTARBOC WNIAKWY UTINPETTWY PETW KUPIWG

TOU gov.gr.

Ta {nmpara KuPepvoao@aieiag £xouv KataoTei UPnAig onpaciag Kal €K Twv wv ouk Aveu yia
TOV WNQIAKO WETAOXNKATIONO Tou KpAToug Kal TNG OIKOVOUIAg, 10iwg ETTEITA OTTO TNV I0XUPES
puUBpioEIC yia Ta TTPOCWTTIKG GEdOUEVA TTOU EICHYAYE O EUPWTTAIKOS MEVIKGS Kavoviouog yia Thv
MpooTtacia Aedopévwy (GDPR). H xwpa pag 1o 2018 ékave onuavtikd Bripara woTe va
OTIOKTAOEI £Va GUVEKTIKG Beaik6 TTAQioI0 Kal va avaBabuioel TIC UTTnPeaies TTou OXETiCovTal
ue v KuBepvoao@aheia. Evowpatwae e Tov v.4577/2018 a1o €BvIkd dikaio Tnv upwTTaik)
Odnyia 2016/1148/EE oxetikd ue PETPA yia uwnAd Koivd eupwtaikd eTmimedo ao@aAeiag
ouotnuatwy Oiktuou kai  Anpogopiwv  (NIS), avaBewpnoe v EBvIKA ZTpatnyiki
KuBepvoaoaheiag (Y.A. éykpiong pe AAA: W4PT7465X00-26Q) kai utréypawe oTig 13/11/2018
oupgwvia £€0pag yia Tnv avapabuion Tou eupwtdikoU Opyaviopot Ac@aAeiag AIKTOwv Kal
MAnpogopiwv - Eupwtraikou Opyaviopou KuBepvoao@daAeiag (ENISA) Trou edpevel aTny
EAGda, wg onpeiou avagopdg kail apiaTteiag g KuBepvoao@deiag otnv Eupwrn (Kupwonke
0Tn oUVEXela We Tov v.4627/2019). H kar” epappoyri Tou v.4577/2018 ekdobeioa Y.A. 1027 (PEK
3739B°/2019) eteidikeuoe TIC PaOIKEC aTAITAOEIS ao@aAiag cuatnudTwy OIKTUOU KAl
TANPoQopIwY, TIS dladIKACiEg TTAPOXAG TTANPOPOPIWY KAl KOIVOTIOINONG GUUBAVTWV OTIg
apuodieg Apxég, kabwg kai Toug Qopeic EkpetdMeuong Baoikwv YTpeoiwv (KPiolueg
UTTODOWEG KAl UTINPETIES TwV OTToiWY, v N odaAf dpacTnpidtnta diatapaybei, avapéveral va
UTTAPEOUV ONPAVTIKEG ETTITITWOEIG OTNV EUPUBUN AEITOUPYia TOU KPATIKOU PNXaVIOWOU Kal OTn

Cwn Twv TTOAITWY).

20pgwva pe Tov v.4577/2018, wg apuddia EBvikr Apxr) Kupepvoao@aAeiag, £xel opIaTei n vuv
utnpeaiakn doury TS Mevikng AielBuvang KuBepvoao@dAeiag Tou Ymoupyeiou Wn@iakng
AlakuBépvnong. QoTtoco, pia Apxn We TOOO uwnAf anuaacia, oTeAexwvetal pe €ubivn NG
KuBEpvnong, katd apekkAion Twv diatagewv Twv apBpwv 85 kai 86 Tou Kwdika KardoTtaong
Anpoaiwv MoAimikwv Aloikntikwv YaMAAwy kar YrmaAAAwy N.M.A.A. (TTou kupwBnke pe 0
apBpo mpwto Tou V. 3528/2007, OTTWG 10XUEN). ZUYKEKPIUEVA, OUUQWVA pE T Gp.50 Tou
v.4635/2019 kai ap.57 Tou MA 40/2020, o mpoioTduevog ™G doung autig ETTIAEYETal Kal

ToTroBETEITAN PE OTTOPACN Tou YToupyou, UCoTepa amod €10Tynon TPIMEAOUS ETITPOTIAG TTOU



amoteAeitar amd dUo [evikoug Tpapparteic kar évav Ymmpeolakd [papparéa, dnAadn
TTOPAKAWTITETAI TO 0UOTNUA Hop10dOTNONG Tou KwdiKa, o1 diadikaaicg Tou autdg TTpoPAETTEN Kal
10 ZUpBouAia ETridoyrg TTou ouppeTEXouv ekTTpoawtTol Tou AXENT, Tou Nopikou ZuuBouAiou Tou

Kpdaroug kai Tou E.K.AAA.

Emeidn ta keva ac@aAeiag ou eviotrioTnkav ota ouaTAuaTa Tou e-EPKA Ta kaBioTa uaAwTa
o€ KuPepvoemBéoeig amd TIC omoieg ival duvatd va TrapaiacTolv euaicOnra TPoowTTIKA

OedopEVA TWV O0PANTUEVWV KO ONPAVTIKA OEQOEVA TTOU APOPOUV TNV KOIVWVIKA ao@AAIaN.

EmeidA 10 kevad ao@aAgiag Tou eviomioTnkav oTa cucTApara Ttou Ymoupyeiou Wnoiakng
AlakuBépvnong, TAATTOUV GUVOAIKG TNV aglommoTia TN ao@AAElog Twv TTANPOQOPIaKWY
ouoTNUATWY Tou Anuoaiou, KaBdT TTPOKeITal yia TO YTToupyeio aTo otroio utrayetal n EBVIKA

Apxr KuBepvoaopdaheiag.

EmeidA mBavd kevd ac@akeiag Tou Ba umropoloe va dwoel Tpdafacn o€ Kak6Bouhoug GToug
kwdIkoUg taxisnet Twv TONTWY, Ba €ixe CORBAPEC EMITITWOEIC OTN ASITOUPYIO TWV YNOIAKWY

UTTNPECIWV TTOU TTapEXOVTAl atmd 10 AnUOaI0 GTOUG TTOAITEG.

Emeidf n EOBvik Apx KuBepvoao@dheiag (Mevikh AiclBuvon KuBepvoao@dAeiag Tou
Ytoupyeiou Wnoiakng AlakuBEpvnang) TTPOKEIPEVOU va ETTITEAEDEI TO VEUPAAYIKG pdAo TN,

QTTQITEITAI VA EXEI ETTAPKA KA OEIOKPATIKA OTEAEXWOT.

Epwrdral o app6diog Yroupyog:

1. Eivan o€ yvwon Tou Ta atroteAéopara Twv dokigwy digioduong (penetration tests)
mou €idav To wg TG dNPOCIOTNTAG, CUMPWVA HE Ta OTToia TO TTANPOPOpPIOKE
ovotApara Tou e-EQKA «kai Ttou Ymoupyeiou Wneiokng AlakuBépvnong
mapouagialav oofapd kevd ao@aAgiag kal ATAV EKTEBEINEVA OKOMA Kai OE TIBAVEG
UTTOKAOTTEG €UaioBnTWY TPOOWTTIKWY deSopévwy Twv ao@aAiopévwy; Av val,
mola akpIBwe Sedopéva ATav EKTEBEIPEVQ;

2. Evnuepwdnkav o1 app6dieg uTnpEieg yio Ta OTTOTEAEOPOTO QUTA KOl T KEVE
ac@aleiog TTou evromioTnKaAv; ZE TOIEG EVEPYEIES TPOoERnoav, woTe va
BwpakioTouv Ta guoTApara; loxiel n ekTipnon 6T urdpxouv TouAdxioTov Séka
(10) aképa coPapd keva ac@aleiag; ThpouvTal ev yével o1 TpofAéweig Tng Y.A.
1027 (PEK 3739B’/2019);

3. YmApSav cupBavTa KUBEPVOETTIBEGEWY TTOU VO OXETICOVTAI HE TO CUYKEKPILEVA

Kev@ ao@aAgiag; Av val, TpoéBnoav ol appodieg UTTNPETiEG OTIS KATA Tn



vopoBeoia atraiToUEveS EVEPYEIES DlayEipIong TwV CUUBAVTWY Kal TTPOCTATIOG
TWV TTPOOWTTIKWYV dESOEVWY;

. Ymapyel mBavoTnTa va £xouv eKTeBE o€ KOKOPBOUAEG KuBepvoeTTIBETEIS oI BATEIg
Oedopévwyv Tou TnpolvTal oI KwdIKoi taxisnet Twv moAITwy, Adyw Kevwv
ac@aAegiag; Eival eTapkwg Bwpakiopéva Ta AVTiOTOIXO CUGTAHATA;

MpotiBeTan va TPoXWPNOEl O EVEPYEIEG EKTUYXPOVIOHOU Kal avapdabuiong Twv
TANPOPOPIOKWY CUOTNHATWY Kal 18iwg TWV TEXVIKWV KPUTITOYPAPNONG TWV
KwSIKWV XpRoTn Kal ac@aAgiag (user names Kol passwords) TTou XpnoiloTrolouV
ol TroAiTEG yIa TRV TTPOORAON O YNPIAKES UTTNPETiES TOU Anpooiou;

MNoéoeg opyavikég Béoeig umaAAqAwv TpoPAémovral otn evikp AigbBuvon
KuBepvoao@dAsiag, Tig AieuBovoelg kKai Ta TURUOTA TTOU UTTAYOVTOI OF QUTH;
Moéoeg amod autég Tig Béoeig ival OTEAEXWHEVEG;

MportiBeTan va karapynoer T €1d1kéG diarageig Tou ap.50 Tou v.4635/2019 Tou
mpofBAEouv emihoyn TpoioTapévou Tng Mevikng Aic0Buvong KuBepvoaopaAeioag
Katd TrapéKkAion Twv diatagewv Twv apBpwv 85 kai 86 Tou Kwdika KardoTaong
Anpociwv MoAimikwv AloiknTikwy YmaAAjAwv kai YmaAAjAwv N.M.A.A. (TTou
KupwOnke pe 1o apBpo mpwto Tou v. 3528/2007, 6TTWG I0KUEL), TIPOKEIPEVOU OTO

€8N va emAéyeTal cUPQWVA pe 6ca TTpoPAémel 0 Kwdikag;

O1 epwTWVTES POUAEUTESG
Kéarong Mapiog

Mkapd AvaoTacia (Nardoa)





