Convention on Cybercrime
Budapest,

23.X1.2001 ...........
Preambie

,The member States of the Council of Europe and the other States s1gnatory
hereto,

Considering that the aim of the Council of Europe is to achieve a greater
unity between its members;

Recognising the value of fostering co-operation with the other States parties
to this Convention;

Convmced of; the need o pursue, as a matter of prrorrty, a.conumon criminal
. PO cy _arm at the p:otectwn of socrety agamst cybercrime,, znter alid;: by ,
3 adoptmg appropriate legrsla’uon and fostering i international co- operatron, o

Conscious ; of the profound changes brought about by the drgrtal"‘ at1on, .

) ,\ergence and contmumg glo

Concerned by the r1sk that compu and electronlc mformatron ‘ P
~may - also be used for comm1tt1ng 1 offences and  that evrdenee L
: relatrng to such offences may, be stored and transferred by these networks

Recogmsmg the need: for co—operatton between States and prrvate mdustry -
T in combatrng cybercrrme and. the need, to protect legrtrrnate interests in the . ...
TR o use and development of 1nformat10n,technolog1es

T .B'eheving that an effective fight against cybercrime requires increased, rapid . .
. and well-functioning international co-operation in criminal matters;

Convinced that the present Convention. is necessary to deter action directed

. _against the confidentiality, integrity and availability of computer systems, .
" networks_and computer data as well 45 thé misuse” of such”systems,

s i e o -metworks and data by providing for the- criminalisation of such conduct, as .
- described in this Convention,- and the adoption of powers sufficient -for
L effectively combating such criminal offences, by facilitating their detection,
e ‘ investigation and prosecution at both the domestic and international levels

and by provrdmg arrangements for fast and reliable international co-

operatron

o Mrndful of the need to ensure a _proper balance between the interests of law’
... enforcement and;respect for fundamental human rights. ‘as enshrmed in the. . . ..
1950 Council-of Europe Convention for the Protection of Human Rrghts and '

~ Fundamental Freedoms, the 1966 United Nations International Covenant on- -

.. Civil:and Political Rights and:other: applicable 1nternat10nal hutnan r1ghts ]
“7~“treaties; which reaffirm the right of everyane to hold. -opinions wrthout o .
f_‘m_terference, as well as the right to freedom of expressron 1ncludmg the

} o freedom to seek, receive, and 1mpart 1nformat10n and ideas of all kmds - »
- regardless of frontrers and the rrghts concemmg the respect for privacy; .. B L

Mindful also-of the right to the protection of personal data, as conferred, for
o example, by the 1981 Council of Europe Convention for the Protection of
--- =<~ " Individuals with regard to Automiatic Processing of Personal Data;




Considering the 1989 United Nations Convention on the Rights of the Child
" and thé 1999 International Labour Orgamzatlon Worst Forms of Child
, .L_ahour C_onventron, _ :

Takmg 1nto account the ex1st1ng Councrl of Europe ‘conventions on._ co-"- Crewl

' ;--operat1on in. the penal ﬁeld as Well as s1mrlar treatles which exist between:.. -

‘ Council f,_Europe member States and other States, and stressing that'the;!

;.:;present Conventron is. mtended to supplement those conyentions.in order 1

",make cr1m1nal 1nvest1gat1ons and proceedmgs concermng cr1m1nal offence;
) related to computer systems and data more effective ‘and to enable th

' collect1on of evidence in electromc form ‘of a criminal offence; et

' 'h.Welcomrng recent developments whrch further advance 1nternat10nalff.5’? i
understandmg and co- operatlon in combatlng cybercrrme including act1on B
' ’taken by the Umted Nations, the OECD, the European Union and the G8 '

M'Recallmg Commrttee of M1n1sters Recommendati_ons No. R (85) 10 =
concerning the practical application of the European Convention on Mutual = -
Assistance in- Criminal Matters in respect of letters rogatory for the = -
interception of telecommunications, No. R (88) 2 on piracy in the field of -
copyright and neighbouring rights, No. R (87) 15 regulating the use of
personal data in the police sector, No. R.(95) 4 on the protection of personal - -
data in the area of telecommunication services, with particular reference to:
telephone services, .as well as No. R (89) 9 on computer-related crime -
providing gu1dehnes for -national 1eg1slatures concermng the definition of - -
certain computer crimes and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;

. Having tégard to Resolution No. 1 adopted by the Furopean Ministers of -
Justice at their 21st Conference (Prague; 10 and 11 June 1997), which™ "~
recommended that the Committee of Ministers support. the work on: "
cybercrime carried out by the European Committee on Crime Problerns™: - . -
(CDPC) in order to bring domestic cfiminal law provisions closer to each®
other and enable the use of effective means of investigation into such::"

" offeénces, as well as to Resolution No. 3 adopted at the 23rd Conference of -~ - - -
the Buropean Ministers of Justice (London, 8 and 9 June 2000), which
encouraged the negotratlng parties to pursue their efforts with a view to=* ~ -
finding approprlate solutions to enable the largest poss1b1e number of States - -
to become parties to the Convention and acknowledged the need for a swift -
and efficient system of international co-operation, which duly takes into
account the specific requirements of the fight against cybercrime; -



Having also regard to the Action Plan adopted by the Heads of State.and

- Government;,of. the.Council, of Europe on the occasion oftheir Second

Summit (Strasbourg, 10 and 11 October 1997) to.seek common responses

“to the development of the new information technologies based on the
- standards and values of the Council of Europe;

. /.~. A

3 mH"ve;agresdés‘ follows:

FOIthepurposes _of-this Conyent_ion: e

a K computer system” means.any dev1ce or' a group of mterconnected or -
a -'_‘related devices, one .or more of which, pursuant to a program,
. performs automatlc processmg of data

Ty “computer data” means any representatlon of facts mformatlon or

. concepts in a form suitable for processing in a.computer system
: vmcludlng a program suitable to cause a computer system to perform a_
. function; |

ey e

¢ “service provider” means: . - B

‘1 . any public or private-entity that provides to users.of its service
the ability to.communicate by means of a computer system, and

'_ ii . any other entlty that processes.or stores computer data on behalf
< of such comimunication service or users of such service;

.d;‘: o "“trafﬁc data” Theans-any computer data ~relat1ng to a commumcauon -
. by means of a- computer system, generated by a computer system that -
o formed .a~part in.the chain of  communication, indicating the
. commumcatlon $ origin, destlnatlon route, time, date, size, duratlon
- or type of underlymg service.

o ‘ "'Chapte_r I %-Measur_es to be taken at the national level

~Section 1~ Substantive criminal law™

Title 1 — Offences against the confidentiality, integrity and availability



of computer data and systems
~ Article 2- Illegaldaccess

N Each Party shall ~adopt such legrslatlve and other measures as may be
‘necessary:to- estabhsh as-criminal offences under its domestlc law; when
committed: mtentlonally, the access to the whole or any. part of a, computer
system without i t.the:offence be: comrmtted by
nfrmgmg securlty measures, w1th the lntent,_'.f ‘=obta1n1ng computer data OF
, iother dlshonest intent; or-in: relatlon t0:2 ompu ystem that 18- connected
‘tof another computer system IR L i e

.:Artlcle 3 - Illegal 1ntercept1on .

' :."'»“f-‘:,'f_EaCh Party shall adopt such leglslatwe and other measures ‘as may be

' ‘_vnecessary to estabhsh as criminal offences under its domestlc law, when
committed 1ntent10nally, the interception without rrght made by techmcal
- means, ‘of non-pubhc transmissions of computer data to, from or within:a

““computer ‘system;, including electromagnetic- -emissions from. a computer::. -. -~ -

- system carrying such computer data. A Party may ‘require that the offence - -
be committed with dishonest intent, or in relatlon toa computer system that
is connected to another computer system. -

Article 4 - Data interference

V-Each Party shall adopt such legislative: and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterroratlon alteration or
suppress1on of computer data without rrght

A Party may: reserve: the rrght 10 ‘require - that the conduct descrrbed in: -

s paragraph I result in serious harm
'.'ArticleS —"“.'-System interference :
‘ '»-’-Each Party shall adopt such leglslatlve and other measures as may be. :
" necessary' to establish as criminal ‘offences:under its domestic law, when: -

i commrtted ‘intentionally, - ‘the serious -hindering without. right of* the -

o functronmg of a :computer: system by inputting, transmitting,. damagmg,
-deleting, deterloratmg, altermg or suppressing computer data. '

Article 6 = Misuse of devices



Each Party shall adopt such legislative. and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a  the production, sale; procurement for ‘use, import, distribution or
otherwise making:availableof: S

1 a dev1ce 1nc1ud1ng a computer program, de31gned or adapted

‘estabhshed in- accordance with the above Artlcles 2 through 5

i a computer password access code or- 51m11ar data by whrch the
. ‘whole or any part of a computer system is capable of be1ng :
f*f-accessed R '

with intent that it be used for the purpose of committing any- of. the
offences estabhshed in Artlcles 2 through 5;and :

b the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences
‘established-in Articles 2 through 5. A Party may require by law that a
number of such items be possessed before criminal liability attaches.

This article shall not be mterpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making available or possession referred to in paragraph 1 of this article is

e pnmarﬂy for the purpose of committing any of the offences;

not for the purpose of committing an offence established in accordance with -

Articles 2 through 5 of this Convention, such as for the authorised testlng or
: proteetlon of a:computer system.

= Each Party may reserve the rrght not to apply paragraph 1 of this- artlcle SRV
provided that the reservation does not concern the sale, distribution or o
* otherwise makmg avaﬂable of the 1tems referred to .in paragraph 1. a.ii of,‘.__'. -

Co th1s artlcle
‘Title' ‘2 45Coﬁ1pitter¥felatéd :oﬁ‘enc'esi h _. o
e -'Artrcle 7 - Computer-related forgery e
Each Party shall adopt such legislative and other measures as may be
7 necessary to estabhsh as. criminal offences under its domestic law, when ‘
committed 1ntentlonally and without right, the input, alteration, deletion, or.

suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic, -



regardless whether or not the data is directly readable and intelligible. A
Party may require an intent to defraud, or similar dishonest intent, before
criminal liability attaches.

- JArticle 8~ Computer-related frand' . -

3 o 5?~: EIE DS L S ST

nd other -Imeasures:, as - may: b
4 offences under its domestrc law; :when:
comm1tted mtentlohally and: wrthout rlght the’ causmg of a loss of property
»;-sto'anotherpersonby L S el e o

‘a  any input, alteration, deletion or suppression of computer data;
b .any-:'interferlenees-With 'th"e'.funetioningﬂofa computer system, - 0

. with fraudulent: or drshonest rntent ‘of procurmg, without right, an economic :
.- benefit for oneself or. for another person STRAN ' ' g

thle 3= Content-related oﬁ”ences ‘

g '.Artlcle 9- Offences related to child pomography

- Each Party shall adopt such legislative and other measures as may -be

necessary to establish as criminal offences under its domestic law, when
.committed intentionally and without right, the following conduct:

a  producing child pornography for the purpose of its -distribution
e through a computer system; '

b :offenng or’ makmg avarlable child pornography through a computer“
system YL

S e d15tr1but1ng or transmitting ch11d pornography through a computer -
T system .

wd o procuring ch11d pornography through a. computer system for- oneself or .l
- ~for: another person S : T e

e - - possessing child pornography in a computer system or on a computer-
data storage medium.

For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts: '



a. _aminor engaged in sexually explicit conduct;

b ‘a person appearing to be a minor engaged in s_e_xually explicit conduct;

c reahstrc 1mages representing a minor engaged 1n sexually explrcrt
S conduct

“For ‘the purpose ‘of paragraph 2 above the term mmor” shall 1nclude allA ‘

"persons under 18" years ‘of age. A Party may, however requrre a lower age-‘f__ .
Y_‘f"hm1t Whrch shall be not less than 16 years R o

‘.Ea’ch' Party ‘may r'eserve the right not to apply, 1nwhole or 1n part,
e :"para"grapl‘is 1 ,“stib—pa’ragraphs 'd. and.'e, -and' 2,"sub:p_aragraphs, b.and c..

thle 4 O]]’ences related to znfrmgemem‘s of copyrzght and related rzghts

Article 10 - Offences related to mfrmgements of copyrrght and related
rights :

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
mfrmgement of copynght as defined under the law of that Party, pursuant'
to the obligations it has undertaken under the Paris Act of 24 July 1971
revising the Bern Convention forthe Protection -of Literary and Artistic
Works, the Agreement on Trade-Related Aspects of Intellectual Property _‘

- Rights and the WIPO Copyright Treaty, with the exception of any moral _ "

rights conferred by such conventions, where such acts are committed

" wilfully, on a'_commercial scale and by means of a computer system.

- Each Party shall ‘adopt such legislative and other ‘measures as may be' \

- necessary to establish as criminal offences under its domestic law the’ =
= ;~mfr1ngement of related -rights, as defined under the law of, that Party,‘i‘
' "'pursuant to.the obligations it has undertaken under the Internat1onal
~*Convention for the Protection of Performers, Producers of Phonograms and» ‘

Broadcasting Organisations (Rome Convention), the Agreement on Trade-» i,

Related Aspects of Intellectual Property Rights and the WIPO Performances " ' .-
*** andPhonograms Treaty, with the exception of any moral rights conferred by ™ """ "

such conventions, where such acts are commrtted wilfully, on a commer01al

SR 'scale ‘and by means ofa computer system

A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that
other effective remedies are available and that such reservation does not



i '3Mfc1e l"l = j:" - Attempt'and aiding or abetting o

;Each Party;shall adopt sueh+legislative -and - other ‘measurés as may” be;

:-_---comrmtted 1ntent10na11y, aiding : of ‘abetting: the ‘Corission: of any"of th
offences established in accordance with Atticles 2 through’ 106f the presen
Lo Conventlon with 1ntent that such offence be committed. o :

derogate from the Party’s international obligations set forth in the
international instruments referred to in paragraphs 1 and 2 of this article.

Title 5 — Ancillary liability and sanctions

‘establish’ as- criminal:offences undet -its- domestlc Jaw whet

Each Party shall.adopt such 1egislative Aand ' other measures as may be
4% tiécessary to éstablish as criminal offences under ifs dornestic Taw, wher: !

‘committed intentionally, an attempt to commit any of the offences

- established in accordance with Artlcles 3 through 57,8, and 9.1.a and C. of SO

L ‘thlS Conventlon

*“Each Parfy may reserve the right not to apply, in whole or in part paragraph - <

2'of thls article.

Article 12 — Corporate liability

Each Party shall adopt such legislative and other measures as may be

necessary to ensure that legal persons can be held liable for a criminal -~ -+

offence established in accordance with this Convention, committed for their
benefit by any natural person, acting either individually or as part of an

“organ of the legal person, who has a leading position within it, based on: * "

- g g power of tepresentation of the legdl person;

b an authority to take decisions on behalf of the legal person;

¢ anauthority to exercise control within the legal person.

“ > In:addition to the: "caS'e's?al'ready provided for il paragfaph 1 of this article; T

- ‘person referred to in paragraph 1 has made- possible the commission of'a > -
. criminal offence estabiished in accordance with this Convention for the' Co

each Party shall take the measures necessary to ensire that a legal person’”
can be held liable where the lack of supervision or control by -a natural.-

benefit of that legal person by a natural person acting under its authority.




10

3 Subject to the legal principles of the Party, the liability,of a legal person
.. may | be crrmrnal crvrl or admlmstratrve

-4 Such habrhty shall be wrthout prejudrce to the crlmmal hablhty of the o
- natural persons who have committed the offence. S

Sanctions and measures .-

: :emaers-;

a1 ""“:’Each Party shall adopt such legislative and other measures as may be"’“'
A 'ecessary to énstire that: the criminal offences estabhshed 1n accordance gL R
ith Atticles 2 through 14 :are pumshable by effectrve proportronate an )
oand drssuasrve sanctrons wh1ch 1nc1ude deprrvatlon of hberty ‘

27~ Each: Party shall ensure that legal persons held hable in accordance W1th 'A ,

“ . Article: 12: shall be. subject -to effective, Proportlonate and drssuasrveff':,'.J":':"‘
’crlmmal or non—crrrmnal sanctions or " measures, mcludmg monetary o
‘sanctions.” IR s

Section 2 — Procedural law
Title 1 — Common provisions
. ‘Article 14 — Scope of procedural provisions

1 Each Party shall adopt such leglslatrve and other measures as may be
necessary to establish the powers and procedures provided for in this section
for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall
apply'the ‘pOwers and procedures referred to in paragraph 1 of this article to:  ~

wae the crrmmal offences estabhshed in accordance wrth Artlcles 2:' |
through 11 of this Conventlon '

b - “other -crrmrna_‘l offences ,cornrnitted by means of a computer systern;

¢ - the collection of-evidence in electronic:form of a criminal offence.

37 a  Each Party may reserve the rightto apply the measures referred to in

- Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of
offences is not more restricted than the range of offences to which it
aoolies the measures referred to in Article 21. Each Party shall



1

consider restricting such a reservation to enable the broadest
~ application of the measure referred to in Article 20.

~b. . Where a Party, due to limitations in its legislation in force at the time = - "=

of the adoption of the present.Convention, is not able to apply the

.. measures referred to in Articles 20 and 21 to:communications. being . - Lo

transmitted within a computer system. of a .service provider, which
;e systems: : . . . o

1, . does not.employ public-communications networks: and is- not -

' connected with another computer system whether . public or
" private, o :

that Party may reserve the right not to apply these measures to such

- communications. Each. .Party .shall . consider. restricting such a
reservation to enable the broadest application of the measures referred
to in Articles 20 and 21.

Article 15 ~ | Conditions and se-feguﬁalrds

Each Party shall ensure that the establishment, implementation and
apphcatlon of the powers and procedures prov1ded for in this Section are -
subject to conditions and safeguards provided for under its domestic law, -
~which shall provide for the -adequate protection of human rights and
liberties, including rights arising pursuant to obligations it has undertaken
under the 1950 Council of Europe Convention for the Protection of Human

<is bemgoperatedfonthﬂbenef t.ofa closed group of users, and:.. - .

~ Rights.and Fundamental Freedoms, the 1966 United Nations International .. = - .. - .
Covenant on Civil and Political Rights, and other apphcable 1nternat10nal
.human--rights.-instruments, and -which shall incorporate -the pr1n01ple of = v

proportionality.
Such conditions and: safegnards shall, as appropriate in'view of the nature of
;.the procedure, or. power - concerned, inter alia, include judicial or other

independent supervision, grounds justifying application, and hmltatlon of v I

... :the scope and the: duratlon of such power or procedure. -

.. To Ihe- extent that it is consistent' ‘Wi’qh the public interest, in particular the
. -sound administration of justice, each Party shall consider the impact of the.
. powers and procedures in this section upon the rights, respon31b1ht1es and :
. legitimate interests of third parties.

" Title 2 Expedited preservation of stored computer data = - -



' “:v"_or control; the Party shall adopt such legislative and other measures as may' S
" ".-be necessary to’ obhge that person to preserve and maintain the integrity of ' . A
“that - computer- data- for*a périod: of ‘timé as long as necessary, up to a 7
‘maximum of mnety days, to enable thé competent. authorities to seek its

Where 4 Party grvesr effect to paragrap . :41 above by means of an order to a';‘ B

12

Article 16~ . Expedited preservation of stored computer data

Each Party shall adopt such legislative and other measures as may be

necessary to enable its competent authorities to order or similarly obtain the

B .expedrtlous preservatlon of- specrﬁed computer data, including traffic data,
“:‘"'that has’ been stored by means ‘of a computer ‘System, in particular wherej"_ LT

thete are grounds to beheve' that the computer data is partrcularly vulnerable P

_"to loss or modlﬁcatlon : R o

erve. specrﬁed stored computer data.in the person’s possessron"

 disclosure: A Party’may provide for 'such an. order to be subsequently.

renewed

Each Party shall adopt ‘such leglslatlve and other measures as may be

"necessary to oblige the custodian or other person who is to preserve the

computer data to keep confidential the undertaking of such procedures for

“the period of time provided for by its domestic law.

- The .powers and procedures referred to in this article shall ‘be subject to
Artrcles 14 and 15.

Article 17— - Expedited preservation and partial disclosure of traffic

‘ _data o

:Ai*Each Party shall adopt in‘respect of traffic data that is to be preserved under : |
Artlcle 16 such leg1s1at1ve and other measures as may be necessary to: ¢

a :'e‘nsu‘re" ‘th'atSuch expeditious pres'ervation of traffic data is available

regardless of whether one or more service providers were involved in
: the transm1s51on of that commumcatron and ‘ '

b ensure the expe'diti()us disclosure to"the Party’s competent authority, -

or a person designated by that authority, of a sufficient amount of
" ‘traffic data to enable the Party to identify the service providers and the
path through which the communication was transmitted.

The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
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Title 3 — Production order

Atticle 18— Production 'oraér,

“\

Each Party shall adopt such 1egrslat1ve and other measures as may be;'_ ; e
necessary to empower 1ts competent authorrtles to order .

| ‘or control Wthh is stored 1n a computer system
) or a computer <da a\storage medlum and

b ‘, _;a servrce provrder offerlng 1ts services in the terrrtory of the Party to . e
S submlt subscr1ber 1nformat10n relating to such services in that | servrce s

"prov1der s possess1on or control.

The powers and procedures referred to m thrs article shall be subJect to o
Artlcles 14and 15.

For the purpose of this article, the term “subscriber information” means any
information contained in the form of computer data or any other form that is
held by a service provider, relating to subscribers of its services other thari
traffic or content data.and by which can be established:

a the type of communication service used, the technical provisions

" taken thereto and the period of service;

. b the subscrrber s identity, postal or geographic address, telephone and . =

- other access number brlhng and payment 1nformat10n available on .
Z the bas1s of the servrce agreement or arrangement

¢ any other information on the site of the installation of communication -
© " equipment, available on the basis of the service agreement or

- arrangement.

" Tiile 4 Search and seizure of stored computer data "

- _' Article 19 - Search and seizure of stored computer data

Each Party shall adopt such 1eg1slat1ve and other measures as may be
necessary 1o empower its competent authorities to search or similarly
“access:

a  acomputer system or part of it and computer data stored therein; and -

wltory to submlt spe01ﬁed computer data in that__:_ff‘ -




;::':5""'necessary to‘ensure that where its authorities search fue s1m11ar1y access PR
' ’.'..spec1ﬁc computer. system or part of it, pursuant to paragraph La, and have F

‘"3'i"ava11able-~to“‘the initial’ system the iithorities shiall be- able to. exped1t1o

14

b a 'computer—data _storage medium in which computer data may be
- stored '

_:in'its‘.territory.

: "'-"iEach Party shall adopt such’ legrslatlve and other measures as may be L

ounds” 0 beheve that the- data sought is stored in another computer syste"
or part “of 1t inifs. terrrtory, ‘and -such”data’is lawfully access1b1e from or

. extendy the search or 51m11ar accessmg to the other system

AEach' Party ‘shall -adopt such legislative and other me’asdres as mayl he |

necessary to empower its competent authorities to seize or similarly secure

’ jamputer data accessed accordmg to paragraphs 1 or 2. These measures o

. shall mclude the power to

a seize or Similarly secure a computer system or, part of it or a
computer-data storage medium; -

b make and retain a copy of those computer data;

c maintain the integrity of the relevant stored computer data;

d render inaccessible or remove those computer data in the accessed
~__c_or_nputer system.

7?'5Each Party shall adopt such legislative and" other measures as may be\i'.

" ‘necessary to empowet its competent authorltles to order.any person who has, :

.. knowledge about the functioning of the computer system or measures - e
apphed to protect the computer data therein to provide, as is reasonable, the A

" ‘necessary 1nformat10n to enable the undertaking of the measures referred toe h
o 1n paragrap_hs 1_ _and 2 :

' The powers and procedures referred to in this: artlcle shall be subJect to‘

T."'-'Art1cles 14 and 5. -

" 'T itle 5 — Real-time collection of computer data

‘Article 20.'— Real-time collection of traffic data



1 .
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Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to: :

X a ~_collect or record through the apphcatlon of techmcal means on the .

o terr1tory of that Party, and 2 ‘

s compel a serv1ce prov1der wrthm its ex1st1ng techmcal capab111ty

to collect: of record through the apphcatro.
: " on-the: terrrtory of that Party, or ST

- collection or recordlng of,-

-~ traffic data in real-time associated with specified communications in "~

| its terrltory transmltted by means of a computer system

“Where a Party, due to the estabhshed prrnclples of 1ts domestic legal‘

system, cannot adopt the measures referred to in paragraph l.a, it may

~ instead adopt legislative and other measures as may be necessary.to ensure

the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory. o '

" Each Party shall adopt such legislative and other measures as may be

necessary to- oblige a service provider to keep confidential the fact of the -~

execution of any power provided for in this article and any information
relating to it.

tze'C.hmcal;meanS: e

11 to co-operate and assist the competent author1t1es in the,” Co

The powers and procedures referred to in thls artlcle shall be subject to L

Artrcles 14 and 15,

Artrcle 21 - Intercept1on of content data

Each Party shall adopt such leglslatlve and other measures as may be

necessary, in relation to a range of serious offences to be deterrnlned by L

domest1c law, fo empower its competent author1t1es to:

a ."'collect “or" record through the application of ‘technicat means on the
* territory of that Party, and '

b compel a service provider, within its existing technical capability:
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' , i _, to collect or record through the application.of technical means
ontheterrrtoryof thatParty, (o)

- ii | to co- operate and assist the competent -authorities in the

: collectlon or recordlng of
4 content data;
R transmltted b means of a computer system.

':m real—tlme of spec1ﬁed commumcatlons in 1ts terrltory o

= 2‘-‘-’».-.5-f".i"'Where... _.rParty, due to the estabhshed prlncrples of its domestrc legal._\ .

w 'f"iﬁ-'system cannot'::'?adopt the - measures referred to in paragraph la, 1t may“f )
opts egislatiy & and..othet. measures .as;may, be. necessary to ensure.
: ’ collectlon or: recordmg of ~content data on spec1ﬁed':7,_' ,
s :’»'*fcommumcatlons in- ‘its terrltory through-the. application of techmcal meansl
o 1"50n that terrltory : ’

'3 " "Each Party shall adopt such legrslatlve and other measures as. may be‘.,,_ o

* necessary: to. oblige-a Service provider to keep confidential the fact of the""‘_. R
“execution of - any power provrded for in thrs article .and any. information o
relatlng to it. : »

4 The powers and procedures referred to in this artlcle shall be subJect to
Articles 14 and 15.

Section 3 — Jurisdiction .
~ Article 22— +  Jurisdiction °

1 "+ Each Party shall adopt such legislative and. other. measures as. may be ==

' necessary to establish jurisdiction over any offence estabhshed in’
% ageotdance with Articles 2 through 11 of thrs ‘Convention, when the offence S
_ 1svcomm1tted_ - S

A inits térritory;‘ or i

e g on board a sh1p ﬂymg the ﬂag Of that Party, or 3

e c ' on board an alrcraft reglstered under the laws of that Party or-

d ~ byone of its nationals, if the offence is punishable under criminal.law '
" where it was-committed- or if the offence is committed outside the
territorial jurisdiction of any- State. -
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Each Party may reserve the right not to apply or to apply only in specific
cases or conditions the jurisdiction rules laid down in paragraphs 1.b
through 1.d of this article or any part thereof.

Each Party shall adopt such measures as may be necessary 1o establish
jurisdiction. over the offences referred to in Article 24, paragraph 1, of this -~

o Convent1on in casés where an alleged offender is present in its territory and: -
it does not extradlte h1m or her to another Party, solely on the basrs of h1s or--i e
her natronahty, after a request for extradltlon : o AT

[ NPT

This Conventlon does not exclude any- crrmrnal Jurrsdlctlon exercrsed by a-o. o

Party in accordance with-its domestlc law

'When more. than‘ one Party claims jurisdiction-oyer”an alleged offence’

- established in accordance with this ‘Convention, the. Parties involved shall,
- where ‘appropriate, consult with a view'to determining the most approprlate SRR
Jur1sdlct1on for prosecutlon S

Chapter III - International co-operation

Section 1 — General principles

1

Title 1 ~ General principles relating to international co-operation’

Article 23 — General principles relating to international co-operation

" The Partles shall co- operate with each other, in accordance with the -
~+'provisions - of - this chapter,’ and through- the application of relevant - -

international instruments on international co-operation in criminal matters,

arrangements: agreed on the basis of uniforin or reciprocal legislation, and -« i

domestic - laws, ‘to the widest extent possible for “the purposes of - k
mvestrgatlons or proceedings concerning criminal offences related to--

computer systems and data ‘or for the collectlon of evidence in electromc S
- - form of a cr1m1nal offence : : o o

Title 2 — Principles relating to extradition -
Article 24 — Extradition
a This article applies to extradition between Parties for the criminal

offences established in accordance with Articles 2 through 11 of this .
Convention, provided that they are punishable undér the laws of both
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Parties concerned by deprivation of liberty for a maximum period of

- ;at least one year or by a more severe penalty
b Where a different minimum penalty is to be applied under an
S arrangement agreed on the basis of un1form Or rec1procal legrslatlon or .
i an extrad1t1on treaty, 1nclud1ng the European Conventlon on
Extradltron (ETS No 24)‘,‘ apphcable between two. or more parties, the

e 'concluded between or among them

If & Party that makes extradition condltronal on the ex1stence of a treaty .
receives a request for extradition from another, Party with which it does not
‘have an extradition treaty, it may consider this Convention as the legal basis
- for extradition with respect to any criminal offence referred to in paragraph

' 1 of thrs article. -

Parties that do not make extradition conditional on the existence of a treaty
shall recognise the criminal offences referred to in paragraph 1 of this artlcle '
as, extradltable offences between themselves ’

Extradition shall be ‘subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds
 on which the requested Party may refuse extradition.

If'eitr'adition for'a er'i'mi‘nal= offence referred to. rn paragraph 1 of this'article FEE
is refused solely on the basis of the natlonahty of the person sought or’ "
-"'because the requested Party deems that:it has jurisdiction over the offence, - P

fthe requested Partyshall submit the case at-the request of the requesting

Party:to-its competent authorities. for the purpose of prosecut1on and. shall_:‘ o | '_

" “A‘-report""'the final ‘outcome to the requesting: Party ‘in due course. Those - .. .. .
“authorities shall take their decision and conduct their investigations .and " . A
“proceedings’in‘the same manter as for any other offence of a comparable,. -;.;.

nature under the law of that Party

a  Each 'Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession,

" communicate to the Secretary General of the Council of Europe the
name and address of each authority responsible for making or
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receiving requests for extrad1t1on or provisional arrest in the absence
ofa treaty

.b | , The-Secretary General of the Council of Europe shall set up and keep
- updated a register of authorities so designated by the Parties. Each -
- Party shall ensure that the. deta1ls held on the register are correct at: all, o

: Feneral prineiples relal‘ihg’ to mutual assistance - - .- .
- Article 25 — ... . General principles relating to mutual assistance

: .. The ‘Parties shall afford one another mutual assistance to the widest extent”

. possible " for - the - purpose of investigations or proceedings concerning® o
" . criminal offences related to computer systems and data, or-for the collectlon"’” EEEE

. of:evidence in electronic form of a criminal offence.

;Each Party shall also adopt such legislative and other measures as may be
- necessary to_carry out the obligations set forth in Articles 27 through 35.

Each Party may, in urgent circumstances, make requests. for mutual
assistance or communications related thereto by expedited means of -

communication, including fax or e-mail, to the extent that such means-

provide appropriate levels of security and authentication (including the use
of encryption, where necessary), with formal confirmation to follow, where - -
required by the requested Party. The requested Party shall accept and.
respond to the request by any such expedlted means of commumcatlon

- Except,as'.btherWise specifically provided.in articles in this chapter; mutual

R A»;,_ﬁ__vtassistance._shal'lr be:subject to_the conditions provided for by the law.of thei

. requested Party or by applicable mutual assistance treaties, including the
--grounds on which the :requested Party, may- refuse co-operation. - The
.requested Party shall not exercise the right to refuse mutual assistance in - -

- relation to the. offences, referred to. in.Articles. 2 through 11. solely on the -

o ground that . the _request”concerns an offence which it con81ders a ﬁscal_."-f-* :
: .offence ' :

. Where, in accordance.with the provisions of this chapter, the requested- -
‘Party is permitted to make mutual assistancé conditionial ipon the existence

of dual criminality, that condition shall be deemed fulfilled, irrespective of *

whether its laws place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting Party, if
the conduct underlying the offence for which assistance is sought is a
criminal offence under its laws.
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Article 26— . .Spontaneou_s information

A Party may, w1th1n the hmlts of its domestrc law and without prior request

forward ‘to-another Party 1nformat10n obtained within the framework of its’ | N
~own investigations when it considers that the disclosure of such 1nformat10n - - B

mlght assist the recelvmg Party in 1n1t1at1ng or carrymg out 1nvest1gat10ns or
proceedmgs concermng crirninal - offences estabhshed in,_ accordance wrt
this *Convention’ of* mlght Jead to a request for co- operatron by that Party

Prror to prov1d1ng such 1nformat10n the prov1d1ng Party may request that 1t : e
< be’ kept confidential or‘only. used subJ ect to conditions. If the recelvmg Party ) o
- ¢aniriot-comply. with such request; it shall notify. the provrdrng Party, Wthh o

shall then determine- whether the .information should nevertheless bei‘: '

provrded "If the receiving Party accepts the information subject to the
- conditions,itshall be bound by thern. |

= Title 4 = Procedures pertaining 10 mutual assistance requésts

" in the absence of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance requests in the
absence of applicable international agreements

Where there is no mutual assistance treaty‘ or arrangerhent on the basis of
umform or recrprocal legislation in force between the _Tequesting and
requested Parties, the provisions of paragraphs 2 through 9 of this article

shall apply. The provisions of this article shall not apply where such treaty, =~
arrangement or- legislation exists, unless the. Partles concerned agree to"': )

- apply any or all of the remainder of this article in heu thereof

" ‘a’- Each: Party shall desrgnate a central authorrty or. authormes :

: responsrble for sendmg and answering requests for mutual assistance,
- the execution of such requests or their transmission to the authorrtres
- cornpetent for therr execuuon '

b The céntral 'authorities shall communicate directly with each other;

¢ 'Each Party shall, at the time of .s_ignaturer.cr when :depositrng i_ts

instrument . of = ratification, acceptance, approval or accession,
communicate to the Secretary ‘General of the Council of Europe the
names and addresses of the authorities designated in pursuance of this
paragraph; '
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d" The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties..
Each Party shall ensure. that the detalls held on the reglster are correct

’ -atalltlmes ~ : - S X ' -

- _Mutual assistance requests under this article shall h’e executed in accordance- i v i
- .with. the - procedures specified by. the requestlng Party, except where—.f-:- R
1ncompat1ble with the law: of the requested Party o s i

_.-;'E:The requested Party may, in addltlon to the grounds for refusal estabhshed‘«?”f“if:' HEE

in Article 25, paragraph 4, refuse a551stance 1f T

oA . the request concerns an offence:which :the’requested Patty considers a
- political offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
© sovereignty, security, ordre public-or other essential interests. - =

The requested Party may postpone action on a request if such action would
prejudice criminal investigations -or ‘proceedings conducted by its -

authorities.

Before refusing or postponing assistance, the requested Party shall, where

-appropriate after having .consulted with the requesting Party, consider = - -

- whether the request may be granted partially or subject to such conditions as
it deems necessary.

- The requested: Party shall 'promptlyr informthe requesting Party- of the EREARE
. - outcome -of the. execution of a request for assistance. Reasons shall be given

for any refusal or postponement of the.request. The requested Party shall -

. -.also inform the requesting Party.of:any reasons. ‘that render impossible the-f PR

execution of the request or are likely to-delay it 51gmﬁcantly

The requ_‘estirig*Party rriay request {that t-he requested Party keep confidential - .7+ L
the fact of any request made under this chapter as well as its subject, except o
to the extent necessary for its execution. If the requested Party cannot °
- comply ‘with the request for confidentiality, it shall promptly inform the -
- requesting Party, which shall then determine whether the request should-

nevertheless be executed.

a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial
authorities of the requesting Party to such authorities of the requested
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_ Party. In any such cases, a copy shall be sent at the same time to the
:,__Ecentral authorrty of the requested Party through the central authorlty
- of the requestmg Party - G

b Any request or commumcatron under thls paragraph may be made R
' through the Internatlonal Crlmmal Police Orgamsatlon (Interpol).

K e - .‘-Wher_l_,___a_.request is: made pursuant to sub-paragraph a. of this artrcle_'
and the authonty 1is not competent to deal w1th the request it shall

REIRN _’drrectly the requestmg Party that it has done so

d "~'-Requests or commumcatlons made under thls paragraph that do not )

involye'coercive action may be directly, trangmitted by the competent
S f<-<;author1t1es of the requestlng Party to the: competent authorities of the o
. 'requested Party '

" € “Each Party may, at the time of signature or when deposrtmg its
instrument of ratrﬁcatron acceptance, approval or accession, mform,
~the Secretary General: of the Council of Europe that, for reasons of
efficiency, requests made under this paragraph are to be addressed to
* its central authority.

-Ar-tiele 28 - Conﬁdentiality and limitation on use

When there is no- mutual -assistance treaty or arrangement on the basis of
uniform or ‘reciprocal leglslatron in force. between ‘the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of -
~'this artiele ‘shall not: apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to. apply any or all of the;"_
remainder of this article in lieu thereof. )

 ‘réfer the ‘request” to-ithe ' competent natlonal authorlty and 1nform__#

.4 The requested Party may- make the supply of- 1nformat10n or mater1a1 mv L

response to a request dependent on the condition that it is:

g il kept conﬁdentral where the request for mutual 1egal ass1stance could o

-=not be comphed w1th in the absence of such. condltron or

“b - “hot used.for investigations or proceedmgs other than those stated mA -
~ the request ' T

If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then
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determine whether the information should nevertheless be proVided. When
the requesting Party accepts the condition, it-shall be bound by it.

- Any Party_that supplies 'i'nformation or material subject 0 a condition:-
. referred to in paragraph 2 may require the other Party to explaln in relatlon
~ to that condition, the use made of such mformatlon or material. '

. T itle ] —Mutual 'assistance regarding provisional measures

::Artic_le 20— . _-EXpedited preservation. of stored co’mpﬁter data

A Party may -request-another Party-to order or .otherwise obtain the ;i .o s

- expeditious- preservation. of .data stored by means of a computer system,
located within the territory of that other Party and in respect of which the -

requesting Party intends to-submit a request for mutual .assistance for the .

" search or similar .access,-seizure or similar securing, or disclosure of the . .
. data. '

A_request for preservation mede under paragraph 1 shall specify:

-

the authority seeking the preservation;

b  the offence -that is the 'subject.- of a criminal investigation. or
proceedings and-a brief summary of the related facts;

c the stored computer data to be preserved and its reiationship to the
... offence; : . :

.d . any. avallable 1nformat10n 1dent1fymg the custod1an of the stored
e '-;,computer data orithe locatlon of the. computer system o

e the- neeessity of the preservation; and .

- f | - that the Party intends to submit a request for mutual assistance for the. . = ..-*

- search or similar access, seizure or similar securing, or -disclosure of ..
‘the stored computer data. - :

Upon receiving the request from another Party, the requested Party shall
take all appropriate measures to preserve expeditiously the specified data in
accordance with its domestic law. For the purposes of responding to a
request, dual criminality shall not be required as a condition to providing
such preservation.
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,‘,equlres d 1-.'cr1m1na11ty as a condltlon for respondlng to a

request or mutual assistance for the search or similar access seizure or

| other than ose estabhshed in accordance w1th Artlcles 2 through 11 of this

Conventlon reserve the right to refuse the request for preservatlon under .

.- this artlcle in cases - where it has. ‘reasons. to.. beheve that at the ttme of.

i dlsclosure the condition of dual crlmlnahty cannot be ﬁllﬁlled

P Alftiéleﬁﬁ() = - =Expedited disclosure ofpreserved traffic data ) R T

R !-’—,I‘n:_additions 'a;jrequest f_o_r , preservation »rnay_; only -:be »I'Gfl,l_S@d-_j’f:. -

:pohtlcal offence or an offence connected with a political offence, or -

b the requested Party cons1ders that executlon of the request is. hkely to‘ .

_prejudice its_sovereignty, secur1ty, ordre public or other essential
' '~;:.1nter,ests. '

Where the 'requested Party believes that preservation will not ensure the .
future availability of the data or will threaten the- conﬁdentiality of or
otherwise prejudice the requesting Party’s investigation, it shall promptly so
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed

, Any preservatlon effected in response. to the request referred to in paragraph
~ 1 shall e for a period not less than sixty days, in order to enable the»
- requesting Party to submit a request for the search or similar access, seizure

or similar securing, or disclosure of the data. Following the receipt of such a

-~ request, the data shall continue to be preserved pending a decision on that ..
“ request. -

.* Where, in the course of the execution of a request made pursuant to Article .. ..
29 to preserve traffic: data concerning a. specific commumcatlon the _‘ 1 o
- .requested ' Party discovers that. a service provider.in another State was PO
*involved-in the.transmission of the communication, the requested Party shall';..-”‘,v..i-‘ -
- -expeditiously:disclose to the requesting Party a sufficient amount of traffic.. . )

. data to identify that-service provider and the path . through which- the o

communication was transmitted.

Disclosure of traffic data under paragraph 1 may only be withheld if:

oSimilar securing, or disclosure .of stored data may, in respect of offences - -

?'fthe request coneerns an. offence whrch the requested Party consrders a L
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a the request concerns an offence which the requested Party considers a
- political offence or an offence connected with a political offence; or

: b . the.requested Party considers that execution of the request is likely to Lo
' :v'.fpreJudlce its soverergnty, security, ordre public or other essentral .

_._'.,-'mterests.,....‘ BT

o T itle_z 2 v—fMutycﬂ_ll_:assistancei regarding investigative p;oWers..“ L

::Art1cle 31= . .’..Mutual,_:assi:stance regarding:acces'singtof sjtore;d:'computer':f ST
.;data l i

AParty ‘may request another Party to search or similarly access, seize or . .

,.:__»,srmrlarly secure, and disclose. data, stored by means of a computer systemiogi 1o
‘ .,located wrthm the terrrtory of the requested Party, 1nclud1ng data that has.'.,«_ :

been preserved pursuant to Article 29.

.;The requested Party shall respond to the request through the apphcatlon of -
international instruments, arrangements and laws referred to in Article 23
and in accordance with other relevant provisions of this chapter.

The request shall be responded to on an expedited basis where:

a  there are grounds to believe - that relevant data is particularly
vulnerable to loss or modification; or

b the instruments, arrangements and laws referred to in paragraph 2
oth_erwise provide for-expedited cofoperation.

: Artrcle 32- Trans border access to stored computer data wrth consentf_{
or where publicly available S

. ) AParty may, wrthoutthe author_isation o.f.' another Party:

a access pubhcly available (open source) stored computer data
regardless of where the data is located geographrcally, or

_ b '_ access or_ receive,‘throug-h a computer system 1n1ts territory, store'd,' -
" computer data located in another Party, if the Party obtains the lawful

_.Ai and. voluntary consent. of the person who has the lawful authority .
~ to. drsclose the data to the Party through that computer system.

Article 33 —  Mutual assistanceé in the real-time collection of traffic data
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The Parties shall provide mutual assistance to each other in the real-time
, collectlon of traffic data associated with specified communications in their
terrltory ‘fransmitted by means of a’ computer system Subject to the

‘provisions of .paragraph 2, this. assistance shall be governed by the .. .. .

- eonditions a'nd 'pr,ocedures p_ro_v_ided for under domestic law.

- Badh- Party shiall ‘provide 'siich assistance at least with respect to crlmmaL@: e

“offences for Wthh rea1~t1me collection of traffic data. would be. avallable i
a-’s1m11ar domestlc_case o

fitual ‘dssistatics” regatding.the interception jof:conte

“shall’ prov1de ‘mutual assistance to each other in the real—t1me

transmitted by means of a computer system to the extent pertmtted under
" "‘thelr apphcable treat1es ‘and domestlc laws:- ‘

: Tftle'3—24/7 Network
Article 35~ - 24/7 Nétwork

- Bach Party shall designate a point of contact available on a twenty-four .
- hour, seven-day-a-week basis, in order to ensure the provision of immediate _
assistance for the purpose of investigations -or proceedings concerning .
' ctiminal offences related to computer systems .and data, or for the collection “
~ of evidence in electronic form of a criminal offence. Such assistance -shall
include facilitating, or, if permitted by its domestic law and practice,
" directly carrying out the following measures: -

a " the provision of technical advice;
SRS N :‘tﬁé?preseri}atizo:ﬁ"c)f' data ioﬁrsﬁam‘ to Atticles 29:ard 30;...

et the" collectlon of ev1dence the prov1s1on of legal 1nformat10n and .

: ~"locat1ng of suspects A T SRR
2 al "A Party’s point -of contact shall have the capacity to carry: out
© communications w1th the pomt of contact of another Party on an -
R iexpedlted ba31s T e '

b- - If the point of contact designated by-a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance

“coliection -~0r""record1ng of content -data of specified- commumcatlons,;_,;.!




